Custom DevOps
Monitoring System in MelOn

(InfluxDB + Telegraf+ Grafana)
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Custom DevOps Monitoring System?

InfluxData jil: 0| A & 2|3t Use Cases
(with InfluxDB + Telegraf + Chronograf + kapacitor)

loT and
Sensor Data

Noslonel insttoute ~.SolarCity

)Jolt

and Technology

InfluxData is for loT deployments requiring
support for thousands of sensors. Collect,
store, visualize and alert on time-series
data emitted from ARM, Arduino,
Raspberry Pi and more. Learn More...

Custom DevOps

Monitoring

Jelefonica
Cisco -

InfluxData is the alerting, visualization and
backend of choice for building custom
monitoring solutions for servers, sensors,

storage appliances, network infrastructure,

apps, logs and more. Learn More...

Real-Time
Analytics

€3d tvisca

InfluxData enables you to deliver real-time
analytics about users, sensor states,
business metrics, plus the utilization of
apps, infrastructure and networks with
tools that are integrated from end-to-end.
Learn More...

=X : https://www.influxdata.com/

Cloud
Monitoring

S

MIRANTIS 9= & Doz

Service providers and Enterprises looking
for a time-series data management stack
to monitor their virtualization, container,
OpenStack and other laaS deployments
rely on InfluxData. Learn More...



What is DevOps?

Development

Operations



What is DevOps?

DevOps is a culture, movement or practice that emphasizes the collaboration and
communication of both software developers and other IT professionals while automating

the process of software delivery and infrastructure changes.

<From Wikipedia>
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What is DevOps?

It aims at establishing a culture and environment where building, testing, and releasing

software can happen rapidly, frequently, and more reliably

<From Wikipedia>

Develop

O|0|X| &X : http://www.smeeptech.com/



What is DevOps?

Dev : Developer (H32})
Ops : SE, DBA (2t&A)
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DevOpsA 2{& Monitoring System
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Develop
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Rapidly, Frequently, Reliably
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More Metrics and Monitoring Mean More Problems
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Custom DevOps Monitoring System in MelOn
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InfluxDB (A &) +Telegraf(==%!) + Grafana (A|Z})

£asy
Powerful
Beuatiful



Easy Installation

# InfluxDB Installation

$ sudo yum install https://s3.amazonaws.com/influxdb/influxdb-1.0.1.x86 64.rpm
$ sudo service influxdb start

# Telegraf Installation

$ sudo yum install https://dl.influxdata.com/telegraf/releases/telegraf-1.0.1.x86 64.rpm
$ . ofztol HH ..

$ sudo service telegraf start

# Grafana Installation

$ sudo yum install https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86 64.rpm
$ sudo service grafana-server start



https://s3.amazonaws.com/influxdb/influxdb-0.10.0-1.x86_64.rpm
https://s3.amazonaws.com/influxdb/influxdb-0.10.0-1.x86_64.rpm
https://s3.amazonaws.com/influxdb/influxdb-0.10.0-1.x86_64.rpm
https://dl.influxdata.com/telegraf/releases/telegraf-0.13.1.x86_64.rpm
https://dl.influxdata.com/telegraf/releases/telegraf-0.13.1.x86_64.rpm
https://dl.influxdata.com/telegraf/releases/telegraf-0.13.1.x86_64.rpm
https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86_64.rpm
https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86_64.rpm
https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86_64.rpm
https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86_64.rpm
https://grafanarel.s3.amazonaws.com/builds/grafana-3.1.1-1470047149.x86_64.rpm

[nfluxDB - =8 &3

High Performance write and query metric
Written entirely in Go (no external dependencies)
SQL-like query language

Retention policies

Continuous queries (downsampling)

High availability

Web admin



[nfluxDB — Simple Data Insert

DATABASE

MEASURMENT = table

TAG = Indexed column
FIELD = Not indexed column

$ curl -i -XPOST 'http://localhost:8086/write?db= DATABASE_NAME' --data-binary
'MEASUREMENT_NAME, TAG_NAME1=TAG_VALUE1, TAG_NAME2=TAG_VALUE2 (&&H)
FIELD_NAME1=FIELD VALUEL, FIELD NAME2=FIELD VALUEZ2'

# = oAl
curl -i -XPOST 'http://localhost:8086/write?db=testdb’ --data-binary 'aztalk,chnl_name=0}0|&
W MESAHW XD connection_cnt=213444 heart_cnt=123,msg_cnt=84759'




InfluxDB — SQL-like query language (InfluxQL)

[root@testdb ~1$ influx

Visit https://enterprise.influxdata.com to register for updates, InfluxDB server management, and monitoring.
Connected to http://localhost:8086 version 1.0.0

InfluxDB shel |l version: 1.0.0

>

> show databases

name: databases

_internal
testdb

> use testdb
> show measurements
name: measurements

name

aztalk

>

> select * from aztalk;
name: aztalk

chnl_name connection_cnt heart_cnt
1462256721282477897 M 12341 123
1462256726539652308 M 12341 123
1462256727816872582 M 12341 123
1462256728879818970 M 12341 123
146225672999366503 1 M 12341 123
1462256731026852953 M 12341 123
1462257207899082445 M 123463 123




InfluxDB — §|O|E| E & =7]| (Retention Policy)

> SHOW DATABASES
name: databases

name
_internal
mon
oracle
mysq|l
memcached

> CREATE RETENTION POLICY realtime ON oracle DURATION 30d REPLICATION 1 DEFAULT
> CREATE RETENTION POLICY Retention_1y_ds10s ON oracle DURATION 365d REPLICATION 1

> CREATE RETENTION POLICY Retention_5y_dsimin ON oracle DURATION 1825d REPL|CATION 1

> DROP RETENTION POLICY autogen ON oracle

>

> SHOW RETENTION POLICIES ON oracle

name duration shardGroupDuration replicaN

realtime 720h0m0s 24h0m0s

Retention_1y_ds10s 8760h0m0s 168h0m0s

Retention_by_dsimin 43800h0m0s 168h0m0s




InfluxDB — Continuous Query (CQ)

CREATE CONTINUOUS QUERY cq_1min_mysq]l
X Ot CIQAZ2 A2 1 33
ON test database 12= Ofc M 3sto] ST 20t T2 A

= [ A—II—I
SEGIN Background 2 Xt& & M3 F7|= 7t

=. (/etc/influxdb/influxdb.conf)
Oracle database o] MVIEW 2 SA}sH 7.

select

mean(commands_delete) as commands_delete,
mean(commands_insert) as commands_insert,
mean(commands_update) as commands_update,
mean(commands_select) as commands_select

INTO Retention_5y_dslmin.mysql /* Retention_5y_dslmin & 0/2| &2 & Retention Policy 015 */

FROM realtime.mysql /* realtime & 02| & 2| € Retention Policy 01§ */

GROUP BY time(1m),host,"server" /* (124 =2 12, TAG = GROUP BY Z0il Ol AM 20! =. 020 (serven)= & [

END

S|

2 IS/

# M= CONTINUOUS QUERY &9l
SHOW CONTINUOUS QUERIES




InfluxDB - High Performance(for ONLY time-series data)

# InfluxDB v1.0.0 VS Cassandra v3.7

5.3x write throughput
9.3x less disk space
up to 168x faster response times

# InfluxDB v1.0.0 VS Elasticsearch v5.0.0-alpha5

8x write throughput
4x less disk space
4x to 10x faster response times

# InfluxDB v1.0.0 VS MongoDB v3.3.11

27x write throughput
84x less disk space
same



InfluxDB — Q17| 12| (XA EDBAHo| HEXIE)

DB-Engines Ranking of Time Series DBMS

-0~ InfluxDB
1 == RRDtool

Graphite
OpenTSDB

- Kdb—+

-8 Druid
KairosDB

-8 Riak TS

- Prometheus
:):: Yanza
-@- Heroic
/ - Warp 10

Newts

0.1

Score {logarithmic scale)

TempolQ
0.01 ¥ Axibase
-@- Blueflood

0.001 © September 2016, DB-Engines.com
Jan 2013 Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016



Network

813 814

sys == wait user = jdle

Disk 10
10 MiB

7 MiB
5 MiB

19GiB - ‘ - E oMb h ‘ : Lo
l Al = g e R ettt e A 4 JL l

14 GiB 0B -
812 83 814 a5 ai6 817 a/8 a2 8i3 8/

w= ysed == buff ==cache =free == read_hytesis == write_bytesis writes/s == readsis

<B L E 3 AMH(InfluxDBA{H) SPEC>
v" Model : HP DL360p G8

v' CPU : E5-2630 @ 2.30GHz * 2 ( 6 core)
v MEMORY : 32G

v DISK : 300GB X 4, 900GB X 2




Telegraf — 7| 24 M

$ cd /etc/telegraf
$ telegraf -sample-config -input-filter cpu:disk.mem:net:mysqgl -output-filter influxab >
telegraf.conf

$ vi /etc/telegraf/telegraf.conf

Input
Plugins [AGENT]




Telegraf — =& 759t Zd= (input plugins)

Linux system
Apache
Cloudwatch
Docker
Jolokia(JMX)
Kafka
Rabbitmq

Zookeeper

Mongodb Mysql
Cassandra Postgresq|
Couchbase SQL server

Elasticsearch

Memcached
Radis

-ofd Y= A=
Influxdb _ gfog 3t HE
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Telegraf — 7t& 9t A& A (output plugins)

InfluxDB AMQP

Graphite AWS Kinesis
OpenTSDB AWS CloudWatch
Prometheus Datadog
Elasticsearch Graylog

Kafka Librato

File MQTT



Telegraf — M2| &

Eolinf T |.|.|n|1'|- |:|-|1'| h of 7 5 in 12.856776ms
Output [inf lus ffer f ! 0 me Total gathered metrics: 3503, Total dropped metrics: O
Output [inf T wrote batch trics 9.9 5
Output [ inf lux buffer fulln f pet Fal gathered metrics: 3575, Total dropped metrics: [
Output [infl wrote batch ' g IS
Output [inf | ffer ! et ric al gathered metrics: 3647, Total dropped metrics: O
Output [infl wrote batch 5 1S
Output [inf T buffer fulln ' I et r Fal gathered metrics: 3719, Total dropped metrics:
i Eolinf T wrote batch 5
EoLinf luxdb] buffer fulin 0 metric al gathered metrics: 3791, Total dropped metrics: O
o [infl wrote batch ' 5
o [infl buffer fulln ! Q000 metr gathered metrics: 1. Total dropped metrics: O
o [infl wrote batch 5 s
E[infl 1] buffer fulln ! et ric Fal gathered metrics: 3935, Total dropped metrics: [
[ inf loxdb] wrote batch 12 metrics |

12 oot % 9 InfluxDB2 H&
f

=7 CH4f : cpu, disk, kernel, mem, net, netstat, system, mysql(all global status, slave status)



I =% 2 InfluxDBE2 M&

2t cpu, disk, kernel, mem, net, netstat, system, mysql(all global status, slave status)



Grafana — DB Monitoring Main in MelOn

49 - ¥/ Database Monitoring Home -

Database Monitoring

MySQOL / MariaDB Oracle

[MySQL, MariaDB)] Quick View (for Z2E|2) [Oracle] Detail View
[MySQL, MariaDB] Quick View 1 [Oracle] Detail View (OS)
[MySQL, MariaDB] Quick View 2 [Oracle] EXADATA View
[MySQL, MariaDB] Detail View (DB) [Oracle] RAC View
[MySQL, MariaDB] Detail View (OS)

[MySQL, MariaDB] slave status

[MySQL, MariaDE] slave status (Total View)

& (10| O|2IM S AF0] CHEt RLA
1min (27|2t 0] 841 Al AH8)

712 Mol = : =0l A| auto refresh = off 61 A Q.

SLEZ o YT £M8)
|

R A - I S = B L c I B sy @ e

Memcached

[Memcached] Quick View

[Memcached] Detail View

=

€ ZoomoOut » (@ Last5minutes Refresh every 5s

2016-10-04

23:22:56

2016/09/23 0| X |0l Ef

[Memcached] Quick View (OLD)
[Memcached] Detail View (OLD)
[MySQL, MariaDB] Quick View 1 (OLD)
[Oracle] Detail View (OLD)

[Oracle] RAC View for 4&EH2AE (OLD)




Grafana — C|Q

s System Monitoring Sample ~ < ZoomoOut ¥ @ lLast15minutes Refreshe

mytest1 ~ Table_Interval: 10s «

CPU(%) Memory(%) Summary Table (10s)
cpu.sys

- cpu.iowait 0 Time ( Memory(%) sysstat_io.rbytes/s sysstat_io.wbytes/s ~
cpu.user 63 50

- cpu.idle

2016-10-04 23 6.9 0B 61068 B
2016-10-04 23:38:50 3 6.9 0B 588.14 B
2016-10-04

2016-10-04 23:40:40

2016-10-04 23:43:10

[mytest1] CPU [mytest1] CPU & Memory [mytest1] CPU & DISK 10

min  max awy current

sys 0 3 0 1

iowait 0 0 ; | 17.00%
s 6 6 R 40% " 6.98%
; 0% ‘l 16.98%
16.96%
B

I L || l| il | I ||||||||||||
o 16.92%

23:44

CPU — MEM_USED

0%

[mytest1] system [mytest1] Kernel [mytest1] Memory [mytest1] Disk 10
19GiB 24 KiB

20K
14 6iB 200
15KB
96iB
10008

208 5008

0B
23:32 2334 2336 2338

== |pad1 ==load5 == load15 == hoot_time == context_switches == interrupts == process_forked == ysed == cached == buffered == free - sysstat_io.read-tps

== sysstat_io.write-tps




Grafana — Template 7|53} InfluxDB2| RP & CQ o] X3}

/. realtime « Re n Policy: Retention_1y_o

00:00
¢t == update update_multi delete delete_multi = insert = - update

rocedure

v realtime : 1X |7_|'7—:'| —T—ﬂ 3 tion Policy: Retention
v" Retention_ly ds10s : realtime2 £ £E| downsampling 102

v Retention_5y_dslmin : realtime2 Z £ E downsampling 1 &

ect == update

00:00

update_multi delete delete_multi

update_multi delete delete_multi



Grafana — Snapshot
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Case in MelOn (mysq|

Seconds_Behind_Master innodb buffer pool event innodb buffer pool pages innodb buffer pool dirty pages

3oma 47950 Ml 40K
20Mmi 47940 Mil 10K
= 47930 Mil 20K
1.0Mi 47920 Wil 10K
0 47910 M 0
0458 0500 OS50 0504 0458 0500 0502 0504 0458

- -— —_ - dala - -

- read_request

Seconds_Behind_Master innodb buffer pool event innodb buffer pool pages innodb buffer pool dirty pages

47720 Mil “K
47710Mi QK
47700 M
47690 Mil 40K
47680 Mil 8K
47670 Mil BK

0458 0500 0502 0504 0458

- dala - — w dirty

== read_request

Seconds Behind Master innodb buffer pool event innodb buffer pool pages innodb buffer pool dmy pages
oM 48575 Ml 40K
20Mm 48570 Wil 30K
48565 Wil 20K
10 48660 Mil 10K
A 48655 Mil ]
0458 0500 0502 0504 0458

wdata - —
- read_request

Seconds_Behind_Master innodb buffer pool event innodb buffer pool pages innodb buffer pool dirty pages
40628 Wil 1300K
40625 Wil
40623 il
4.0620 Ml
40618 Wil
0458 0500 0502 0504

-l - —

# oot A0| oM AT A8 L.
MH{O}C} slave X| ¥ HE7} CHE 0|82 innodb buffer pool 112 S0l =QIsHE = 0 Al.




Use Case in MelOn (memcached)

] conn & conn_yields

o . #F REE AE YT =35t I E L

1095 E3Zo| IEEE SH A0 memcachedo| 2|7} oAl &l Atg

s Telegraf 0ff memcached plugin Z7}3}0] YTt B L|E{ 2 H0|E £ZFStT T}
AEE A2, kS T3 MEOIA 2191 27IE(0f ZX|. (conn_yields &)

0
19:59:00 19:59:30 20:00:00 20:00:30 20:01:00 20:01:30 Memcached9| %Q_R EL-IE'IEO‘I XlEO'” EH-é-HA-I %—?—6+7ﬂ %!
== curr_connections conn_yields

1085

curr_connections

1080

- :..4 S0t & conn_yields

o
2
=]

<)
g
&
@

0
19:59.00 20:00:00 20.00:30 20.01:00 20.01:30
conn_yields

; 5et & curr_connection

SUOHIBULOD LND

1080
19:59:.00 19:59:30 20:00:00 20:01:00 20:01:30

== curr_connections




Use Case in MelOn

[Node1] CPU

RS}

\
{ il
05 18:10

dstatsys == dstatiowait

279 GiB
186 GIB
93 6iB

0B
18:05 18:10

18:15 18:20

dstatuser == dstatidle

[Node1] Memory

= ysed == buff cache == free

4000
3000

2000

18:10

active == inactive

[Node1] Sessions

[Node 1] QPS

18:10

== gxecute_count == user_calls == user_commits

1815

== yser_rollbacks

[Node2] CPU

) STTT VTR TTPTSPTPTIN AU T U7 iy

0 SIS AR

18:05 18:10 18:15 18:20 18:25 18:30 18:35 18:40

ys == dstatiowait dstatuser == dstatidle

[Node2] Memory
279 6B

186 GiB

93 GiB

18:10 18115

= used == buff cache == free

[Nodez] Sessions 2016-07-1518:29:33
8000

active: 17

6000 - : - — =inactive: 5788
4000
2000

0
18:05 18:10

active == inactive

[Node2] OPS

18.05 18:10

== pxecute_count == user_calls == user_commits == user_rollbacks

Oracle, Exadata

# HASHAE

DB Replay2 M AMH|A 317 0| DBEZHE WM =
MM 2CH(RAC)O| X{AISIO] ZTt =X

YZ L 20| £t T ESIEH7E 1 e E shutdown
2He Al fail-over 20l

MM 2, SQLE 2| 0] AAH|AQ}

Fail-overA| SAlz|= DBE 2| 0|

A AH| A9} SQLE I T 0] S YB}X|

mforstof sz, (LIE 0],

SQLEZHT{0| AAjH| 20t Ho| SYUBHH
AlShe| = MO A 2|AA AL ZE

(&) TelegrafOj| A oracle database plugin2 X|-A3}X|
HELICH A Moz =3 agentE K26 AE L L.

(vésysstat 9 Q% Hi KEHQ|2 7))




Use Case in MelOn (Bigdata)

Process CPU ~
- #HE 3

Telegraf Q| procstat plugin@ 2 ZZ A

28 Al 2|22 AEY DEZ 2.

HADOOP-datanode CPU usage

< avy current

#HAE &
jolokia plugin @ 2 GCE2L|EHE o H.

zookeeper, kafka plugin 28 0. K RN

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

1 1




Use Case in MelOn (Z12| 7|E})

#1 9 €8

- —
ofl A=A

o Z2|AH 0| d& ZLEZ (Jennifer) (by. Dev)
MH|A HOt BLIE{ & (by. Dev, Ops, 2 QHEEIAY)
ALY EOF A| AR 2R (by. 2 OtetErap)

A7t

SHA SAIEHAL (by. Dev)

# Yo & HE

Bigdata Infra @ L|E{ &l

Jolokia (JMX)

Kafka

Elasticsearch

Zookeeper

o E2|AO|M & ZL|EZ(Scouter)
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12|12 DevOpsA2{2 EE CIE & (BE T)

Develop

What is DevOps?

Dev : Developer (%
.|

1))
Ops : SE, DBA (2t 4

)

'EE9/A A& FF 2/ Tools”

O[OIX| &K :
http://www.smeeptech.com/
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# InfluxDB+Telegraf+Grafana& O|- 2%t Monitoring System Bt 7|
http://www.popit.kr/author/smyoo/
https://www.facebook.com/popitkr/  (Popit H 0| A% m|0|X|)

# DevOps
https://en.wikipedia.org/wiki/DevOps
http://www.slideshare.net/ssuser2f0173/devops-41731364

# InfluxData, Grafana
https://www.influxdata.com/technical-papers/
https://docs.influxdata.com/influxdb/v1.0/
https://docs.influxdata.com/telegraf/v1.0/
http://grafana.org/



http://www.popit.kr/author/smyoo/
https://www.facebook.com/popitkr/
https://en.wikipedia.org/wiki/DevOps
http://www.slideshare.net/ssuser2f0173/devops-41731364
http://www.slideshare.net/ssuser2f0173/devops-41731364
http://www.slideshare.net/ssuser2f0173/devops-41731364
https://www.influxdata.com/technical-papers/
https://www.influxdata.com/technical-papers/
https://www.influxdata.com/technical-papers/
https://docs.influxdata.com/influxdb/v1.0/
https://docs.influxdata.com/telegraf/v1.0/
http://grafana.org/
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